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Passwords and OracleCredential

. OracleCredential class

Uses NET SecureString to store passwords
Enables using passwords outside the connection string
Mitigates exposing credentials in a memory dump

- Available with pooled and non-pooled scenarios

. Each OracleCredential object generates a new pool even if
credentials of both objects are the same

- Available in ODP.NET 18+ with Core, Managed, and
Unmanaged
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Using Wallets
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Secure External Password Store (SEPS)

. Client-side wallet for storing password credentials

No longer embed user names and passwords
Reduces security risk

.- Works for ODP.NET Core, Managed and Unmanaged on
Windows

.- Simplities large-scale deployments that use passwords
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SEPS Setup

Example

Create wallet file

mkstore -wrl <dir> -create
Enter password: <password>

Set wallet C# Example
kacaﬂcwwcﬁrectory OracleConfiguration.WalletLocation = @%“<dir>";

Turn on SEPS C# Example

OracleConfiguration.SglNetWalletOverride = true;
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Secure
Communications
and Data Integrity
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Transport Layer Security (TLS)

. Successor to Secure Sockets Layer (SSL)

- Provides encrypted communications and data integrity
- Widespread use in computing industry

- Works for ODP.NET Core, Managed and Unmanaged

Works for ODP.NET Core on Windows, Linux, and macQOS
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TLS Setup

Create wallet with
certificate

Enable TCP/IP Example
with SSL PROTOCOL=tcps

Set wallet C# Example
]oca’[ion direc’[ory OracleConfiguration.WalletLocation = @%“<dir>";
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TLS Setup

C# Example

Set TLS/SSL
version (optional)

OracleConfiguration.SSLVersion = "1.2 or 1.1";

Enable TLS/SSL
authentication

C# Example
— n (thS) "

OracleConfiguration.SglNetAuthenticationServices
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Configuring Encryption Usage

- Algorithms

Advanced Encryption Standard (AES)
AES 128-bit
AES 192-bit
AES 256-bit

Triple-DES (3DES)
112-bit
168-bit

- OracleConfiguration properties

SglNetEncryptionClient - Negotiates whether to turn on encryption
SqlNetEncryption TypesClient — Algorithm(s) that are enabled
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Configuring Data Integrity Usage

- Algorithms

SHA-T

SHA-2
SHA-256
SHA-384
SHA-512

- OracleContfiguration properties

SglNetCryptoChecksumClient - Negotiates whether to turn on data integrity
SglNetCryptoChecksumTypesClient — Algorithm(s) that are enabled
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TLS/SSL Recommendation

- Use latest Oracle tools, client, and DB versions when possible
. e.g. Windows now restricts MD5 algorithm

MD?5 is orapki.exe 12.1 wallet generation default
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Proxy Authentication

- Allows real user to login as a middle-tier user
. |[deal for connection pooling scenarios
. Retain pooling performance and scalability benefits

- Gain ability to distinguish user identities, privileges, and
preserve auditing

- Available in ODP.NET Core, Managed, and Unmanaged
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Proxy Authentication Example

. Real user = HR =»ODP.NET user
- Middle-tier user = APPSERVER =>ODP.NET proxy user
. One connection created with two sessions

One session per user

. Connection and proxy session cached in pooling

- Real user’s session created upon connection open and
destroyed upon return to pool
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Application
Context
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Oracle Application Context

- Name-value pairs to track any arbitrary app context
- App logic determines how to use context

User identity, resource access, logs for auditing, track resource usage, etc.
E.g. use client id with Virtual Private Database or Label Security for access control

- Retains pooling benefits
- Benetits over proxy authentication

Second session not required
Does much more than just track identity

- However, requires supplying app logic to use context
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OracleConnection App Context Properties

. Clientld

String identifying user, such as user id
. ClientInfo

String specifying user session info

- ModuleName

String identifying functional block, such as Human Resources or Accounts Payable

- ActionName
String identifying module action, such as READ, INSERT, UPDATE
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OracleConnection App Context Properties

- Properties can be set after opening connection

No additional round trip
App context set on DB by piggybacking on next round trip

- When connection returns to pool, app context properties reset
to NULL

- Available in ODP.NET Core, Managed, and Unmanaged
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Tracing



Traces Can Exclude Customer Data |« g |2
20°

- Directs ODP.NET to not trace SQL, app data, connection
strings, and other potentially sensitive info

- Benefit: Share traces with Oracle Support and third-parties
without revealing data and configuration

- ODP.NET 20c adds the following trace levels:
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What's Ahead W///////

Today Tuesday /g__._——

nso-z15  Getting Started with Oracle and .NET

Moscone South 308

“ Eliminate Application Downtime with
Oracle Database and .NET

Moscone South 313
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Wednesday Thursday =
s00-5:45  Developing and Deploying Oracle 9:00am-9:45 Accelerate Oracle Database .NET
Database Applications in Kubernetes Application Performance - Moscone
South 313

Moscone South 313
Exploring the Multicloud: Working with
Azure and Oracle Autonomous Database
- Moscone South 209

1:15-2:00

21500  Running Oracle Database and
Applications in Docker Containers on
— Windows - Moscone South 313
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Session Survey

Help us make the content
even better. Please complete
the session survey in the

Mobile App.
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Safe Harbor

The preceding is intended to outline our general product direction. It is intended for information purposes
only, and may not be incorporated into any contract. It is not a commitment to deliver any material, code,
or functionality, and should not be relied upon in making purchasing decisions. The development,
release, timing, and pricing of any features or functionality described for Oracle’s products may change
and remains at the sole discretion of Oracle Corporation.

Statements in this presentation relating to Oracle’s future plans, expectations, beliefs, intentions and
prospects are “forward-looking statements” and are subject to material risks and uncertainties. A detailed
discussion of these factors and other risks that affect our business is contained in Oracle’s Securities and
Exchange Commission (SEC) filings, including our most recent reports on Form 10-K and Form 10-Q
under the heading “Risk Factors.” These filings are available on the SEC’s website or on Oracle’s website
at . All information in this presentation is current as of September 2019
and Oracle undertakes no duty to update any statement in light of new information or future events.
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